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INTRODUCTION

The rapid integration of Artificial Intelli-
gence (Al) into daily life has radically trans-
formed access to health information, leading a
growing number of users to employ language
models for self-diagnosis and the autonomous
interpretation of medical exams (SAEIDNIA et
al., 2026; CHU et al., 2025; SHARMA et al.,
2025). This phenomenon is sustained by an in-
creasing algorithmic trust, fueled by the capac-
ity of Generative Artificial Intelligences (GAIs)
to produce fluent and empathetic responses
with a tone of authority that often mimics expert
judgment (DORESWAMY; HORSTMANS-
HOF, 2025; HU et al., 2025; WINECOFF;
KLYMAN, 2025; ZADA et al., 2025). How-
ever, this perception of reliability masks pro-
found clinical risks, as such models are suscep-
tible to hallucinations, which can generate fab-
ricated diagnoses, incorrect dosage recommen-
dations, or advice based on outdated guidelines,
with the potential to cause severe or fatal harm
(REDDY, 2024; FAHAD et al., 2025; HU et
al., 2025; BASIL et al., 2026).

The consequences for patient safety become
even more critical due to "role creep" (the usur-
pation of professional roles), wherein Al appli-
cations assume titles and functions traditionally
reserved for licensed professionals, lacking
both clinical validation and ethical or legal re-
sponsibility (CHU et al., 2025; ZADA et al.,
2025). Furthermore, there is a drastic reduction
in the presence of medical disclaimers in the
outputs of advanced models, which may lead
users to overestimate the machine's accuracy
and neglect the need for professional consulta-
tion (SHARMA et al., 2025).

In this context of vulnerability, regulations
such as those issued by the Brazilian Federal
Council of Medicine (CFM) reinforce the prin-
ciple that Als must be used as a support tool,

strictly prohibiting the delegation of exclusive
therapeutic or diagnostic decisions to the ma-
chine (BRASIL, 2026). The preservation of pa-
tient safety thus requires that human mediation
and critical judgment remain the central pillars
of care, combating blind trust in algorithms that
still lack actual clinical comprehension and ac-
countability mechanisms (ZADA et al., 2025;
DORESWAMY; HORSTMANSHOF, 2025).

Given this, the present study aims to criti-
cally analyze the use of generative artificial in-
telligence in the context of self-diagnosis, ad-
dressing its implications for patient safety and
the associated bioethical challenges, with an
emphasis on clinical risks, individual auton-
omy, and accountability.

METHODOLOGY

This study is an integrative literature re-
view, analyzing the use of Al in healthcare, par-
ticularly the practices of self-diagnosis and self-
medication among lay individuals. The investi-
gation focused on understanding the effects of
so-called algorithmic trust on healthcare deci-
sion-making, as well as the ethical, legal, and
clinical repercussions associated with this phe-
nomenon. Concurrently, it sought to explore
potential impacts on patient safety, including
adverse events resulting from inappropriate
medication use, pharmacological interactions,
and implications for the advancement of anti-
microbial resistance.

For this analysis, an integrative review ap-
proach was chosen due to the topic's contempo-
rary, dynamic, and interdisciplinary nature,
which enables the integration of diverse
knowledge areas, including digital health, bio-
ethics, pharmacology, and healthcare regula-
tion. This approach permits a broader, more in-
terpretative understanding of the phenomenon
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and is especially suitable for discussing com-
plex issues that are still undergoing consolida-
tion in the scientific literature.

The literature survey was conducted across
internationally recognized databases, including
the CAPES Periodicals Portal, the Virtual He-
alth Library (BVS), SciELO, PubMed, and
Web of Science. Additionally, institutional doc-
uments, guidelines, and normative acts issued
by regulatory entities, such as the Federal
Council of Medicine, were consulted to incor-
porate the current normative and ethical per-
spective.

The search strategies were constructed by
combining controlled descriptors and free key-
words, utilizing boolean operators (AND, OR).
Prominent terms employed included: “artificial
intelligence in healthcare”, “generative mod-
els”, “self-diagnosis”, “self-medication”, “pa-
tient safety”, “bioethics”, “medical liability”,
“digital health”, “drug interactions”, and “anti-
microbial resistance”. The searches were
adapted according to the specificities of each
database to maximize the retrieval of relevant
studies.

Eligible studies included those that address
the application of artificial intelligence in
healthcare, focusing on its use by patients or
other users without technical training, particu-
larly for self-diagnosis and self-medication.
Original articles, literature reviews, observa-
tional studies, and technical or normative docu-
ments published in the last ten years, available
in full text and open access, were included. Pub-
lications discussing the ethical, legal, and clini-
cal aspects of using these technologies were
also considered.

Duplicate publications across the consulted
databases were excluded, as were studies that
did not directly address the use of artificial in-
telligence in human health. Works that use an

exclusively computational or technological ap-
proach, devoid of discussion of clinical, ethical,
or public health implications, were also disre-
garded. Additionally, abstracts, editorials, aca-
demic papers not subjected to peer review, and
texts unavailable in full were excluded.

The analysis of the selected studies adopted
a qualitative and interpretative perspective, en-
abling the critical integration of the evidence
gathered. Through the integrative method, the
synthesis of the findings prioritized a thematic,
contextualized, and theoretically grounded
analysis to elucidate the challenges and impli-
cations of Al use in contemporary healthcare,
without the strict requirements of statistical
meta-analysis. The synthesis of the findings pri-
oritized developing a critical, contextualized,
and theoretically grounded analysis to elucidate
the challenges and implications of Al use in
contemporary healthcare.

RESULTS AND DISCUSSION

Artificial intelligence in healthcare

Al is a comprehensive field of computer sci-
ence focused on developing systems that simu-
late human cognitive processes, such as learn-
ing, perception, and decision-making, and pri-
marily operates within paradigms of data anal-
ysis, classification, and prediction based on pre-
existing data (HOWELL, 2024). In contrast,
GALIs represent a specialized subset that goes
beyond mere discriminative analysis, focusing
on the synthesis of original content. While con-
ventional Al uses statistical models to identify
patterns and label information, generative Al
employs advanced architectures to learn the un-
derlying distribution of a dataset and, from it,
generate novel artifacts (BASIL et al., 2026).

The rise of GAIs represents a significant
milestone in technological development, mar-
ked by the transition from task-specific systems
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to models capable of solving multiple problems
without additional training (DORESWAMY;
HORSTMANSHOF, 2025; HOWELL, 2024).
In healthcare, this evolution broadens the role
of Al, moving it from merely analyzing data to
generating original content, such as texts, im-
ages, protein structures, and synthetic codes
(BHUYAN et al., 2025; SCHWENDICKE et
al., 2025; SHOKROLLAHI et al., 2025). This
advancement is supported by so-called founda-
tion models, particularly Large Language Mod-
els (LLMs), which exhibit properties such as
"emergence" and "homogenization" and serve
as a common intelligence base that supports
various specialized applications (BHUYAN et
al., 2025; BUESS et al., 2025).

In this context, significant transformations
have been promoted in clinical and surgical
practices, especially in diagnosis and therapeu-
tic planning. In medical imaging analysis, mod-
els such as Generative Adversarial Networks
(GANSs) and diffusion models have been widely
used for image reconstruction, segmentation,
and classification in radiology, neurology, and
oncology. Furthermore, these systems enable
the generation of synthetic images with high an-
atomical precision, contributing to professional
training and overcoming the limitations of real-
world databases (FAHAD et al., 2025; RED-
DY, 2024). Concurrently, in personalized med-
icine and drug discovery, GAls facilitate the
analysis of large volumes of genomic and be-
havioral data, enabling the prediction of thera-
peutic responses and the development of drugs
targeted to specific biological mechanisms,
thereby reducing development time and costs
(BHUYAN et al., 2025).

Beyond direct clinical applications, GAls
also significantly impact administrative effi-
ciency and healthcare communication. They
contribute to reducing professional burnout

through tools that automate clinical documenta-
tion, including the synthesis of medical histo-
ries, the drafting of operative notes, and the pro-
duction of discharge summaries, enabling pro-
fessionals to devote more time to direct patient
care (REDDY, 2024). Similarly, integrating
these systems with billing platforms automates
the revenue cycle, ensuring more accurate code
generation and reducing errors and payment de-
nials (SHOKROLLAHI et al., 2025). Addition-
ally, Als have contributed to patient engage-
ment by producing more empathetic responses
in digital communications and by developing
educational materials adapted to different lan-
guages and comprehension levels, which favors
the expansion of health literacy (HU et al.,
2025).

Finally, the impact of Als on health educa-
tion and the dissemination of scientific
knowledge demonstrates their capacity to pro-
duce structured, coherent texts aligned with
current academic practice and to answer com-
plex questions in an organized, comprehensible
manner (REDDY, 2024). Despite this advance-
ment, limitations may persist, such as outdated
or inconsistent information, particularly regard-
ing the historical contextualization of certain
concepts (PERES, 2023). Thus, while Als rep-
resent a promising resource for teaching and
knowledge production, their use requires criti-
cal analysis and continuous validation.

Algorithmic biases and limitations of ar-
tificial intelligence

The biases associated with generative artifi-
cial intelligence stem primarily from the nature
of the data used to train the models and the de-
cisions made during their development. In this
regard, when the data is not representative,
GAIs tend to reproduce implicit prejudices,
which can generate racial, gender, and socioec-
onomic discrimination (BASIL et al., 2026).

258|Pagina




Furthermore, the predominance of data from
Western institutions compromises the global
applicability of these tools (SHOKROLLAHI
et al., 2025). Added to this is the phenomenon
of sycophancy, where models adopt a tone of
agreement with the user, reflecting their emo-
tions or preferences instead of questioning
them, which can be particularly harmful in sen-
sitive contexts, such as mental health and eating
disorders (DORESWAMY; HORSTMANS-
HOF, 2025; WINECOFF; KLYMAN, 2025).

Another relevant aspect is quantitative bias,
in which algorithms prioritize term frequency
over clinical accuracy, resulting in conceptual
inconsistencies (PERES, 2024). Automation
bias is also noteworthy, characterized by the
tendency of healthcare professionals to rely ex-
cessively on GAIs' answers, to the detriment of
their own clinical judgment (SCHWENDICKE
et al.,2025).

In addition to biases, the technology pre-
sents intrinsic limitations that can directly com-
promise patient safety. Among them, "halluci-
nations" stand out, in which GAIs generate in-
correct or non-existent information, frequently

presented with a high degree of persuasion
(BASIL et al., 2026; FAHAD et al., 2025).
These systems operate on statistical associa-
tions, lacking causal reasoning and true clinical
judgment, which limits their reliability in com-
plex contexts (SAEIDNIA et al, 2026;
REDDY, 2024). The socalled "black box" ef-
fect represents another significant challenge, as
the low interpretability of the models makes it
difficult for professionals to understand the log-
ical reasoning that led to a specific response
(SHOKROLLAHI et al., 2025).

In this context, technical limitations and bi-
ases not only affect response accuracy but also
contribute to the dissemination of health misin-
formation. Recent studies demonstrate that this
type of content generated by GAls is primarily
focused on current, high-visibility topics, such
as vaccination and pandemics, followed by
chronic or behavioral diseases and, to a lesser
extent, mental health (Figure 31.1). This un-
doubtedly amplifies the potential impact of
these failures on public health.

Figure 31.1 Predominant health topics in GAI-generated content

m Vaccination or Pandemic ™ Chronic Diseases and Behavioral Health

Source: SAEIDNIA et al., 2026 (adapted).

Additionally, these systems exhibit relevant
technical vulnerabilities and can be manipu-
lated through strategies such as "jailbreaking"

Other domains

or coordinated interactions among multiple Al
agents that can generate artificial consensus and
induce clinical errors (SAEIDNIA et al., 2026;
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BASHIR et al., 2025). Limitations are also ob-
served in tasks requiring logical and mathemat-
ical reasoning, where even advanced models
can fail, representing a risk in fields that de-
mand precise calculations, such as pediatrics
and nephrology (HOWELL, 2024; REDDY,
2024). Finally, it must be emphasized that Al
lacks fundamental human attributes, such as
consciousness, empathy, and moral judgment,
and does not hold legal responsibility for its de-
cisions, unlike healthcare professionals
(DORESWAMY; HORSTMANSHOF, 2025;
ZADA et al., 2025). Compounding this is the
limitation posed by static databases, which pre-
vent real-time updates amid constant changes in
medical guidelines and scientific advancements
(BUESS et al., 2025).

Digital self-diagnosis and patient safety

Digital self-diagnosis has become a wide-
spread practice alongside advances in genera-
tive artificial intelligence, frequently used by
patients seeking quick, accessible interpreta-
tions of symptoms and exam results, as well as
second medical opinions (SHARMA et al,
2025). Despite this popularization, scientific
evidence indicates that this practice carries sig-
nificant risks, as open-access models exhibit
limited accuracy in self-diagnosis scenarios and

Chart 31.1 Speed at which Al can generate health content

are often classified as incorrect or unclear in a
considerable proportion of their responses
(ZADA et al., 2025).

Multiple psychological and behavioral fac-
tors influence the way patients interact with
these technologies. Notably, this dynamic is
driven by an overreliance on automated sys-
tems perceived as authoritative, leading users to
view GAls as a more reliable, engaging, and
even empathetic source than other digital plat-
forms (WINECOFF; KLYMAN, 2025). This
persuasive nature can reduce critical thinking,
leading patients to accept the information pro-
vided as expert guidance and potentially result-
ing in inappropriate actions or delays in seeking
professional care (SHARMA et al., 2025;
WINECOFF; KLYMAN, 2025).

Furthermore, a decoupling between accu-
racy and sharing is observed: individuals, even
when acknowledging potential flaws in Al re-
sponses, remain inclined to follow or share
them, influenced by the content's persuasive
style and novelty (SAEIDNIA et al., 2026).
Chart 31.1 demonstrates that the speed of GAIs
far exceeds human verification capacity, creat-
ing a scenario in which misinformation can be
disseminated on an industrial scale before it is
even detected.

Generation activity Volume/outcome Time spent

Blog posts (vaping/vaccines) 102 posts (>17,000 words) 65 minutes

Realistic health images 20 images <2 minutes

Misinformation attack via API 88% incorrect responses Immediate
Medical Consultation (USA) - Typing 5 minutes (of 7 min total) Per consultation

Source: SAEIDNIA et al., 2026 (adapted).

Given this scenario, the use of Als as sub-
stitutes for medical consultation raises relevant
clinical concerns. One of the primary problems

is the unwarranted assumption of clinical au-
thority by these systems, as evidenced by nu-
merous personalized applications that present
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themselves as “doctors” or “specialists” with-
out any scientific validation or formal regula-
tion (CHU et al., 2025). Concurrently, there is
a significant reduction in the presence of medi-
cal disclaimers in Al-generated responses, con-
tributing to users' overestimation of their relia-
bility (SHARMA et al., 2025). In this context,
it becomes evident that, while Al-mediated
self-diagnosis offers convenience and accessi-
bility, it also poses a significant challenge to pa-
tient safety.

Bioethics and regulation of artificial in-
telligence in Brazil
Bioethics and the regulation of Al in

healthcare in Brazil are central elements of a de-

bate that seeks to balance technological ad-
vancement with the protection of fundamental
rights and patient safety (DIB, 2024). In this
context, Al regulation is guided by directives
that prioritize transparency, care safety, and the
preservation of professional autonomy, with the
Federal Council of Medicine (CFM) being the
primary body responsible for standardizing
these practices through Resolution No.
2.454/2026 (BRASIL, 2026). Current norms
establish that Al must be used exclusively as a
support tool in medical practice (Chart 31.2),
strictly prohibiting its use as a substitute for
clinical decision-making, which remains the
physician's responsibility.

Chart 31.2 Main norms and regulations for Al and healthcare in Brazil

Norm Organization / Year Main guidelines and objectives
Establishes that Al is strictly a support tool, prohibiting the
Resolution Federal Council of replacement of the physician's final decision. Classifies Al solutions
No. 2.454 Medicine (2026) into low, medium, and high risk. Requires auditability, transparency,
and explainability of algorithms.
Regulates Software as a Medical Device (SaMD). Defines criteria for
RDC No. 657 ANVISA (2022) evaluating the reliability and safety of software that assists with
diagnosis or treatment.
Law No. Federal Government Defines rules for the protection and processing of sensitive personal
13.709 (2018) data (like health data). Requires Al development to adhere to the
(LGPD) principles of privacy by design and privacy by default.
Resolution | Federal Councilof |1 of echmology-mediated |
No. 2311 Medicine (2022) P g ty gy
procedures.
Resolution Federal Council of Enshrlnf:s fundamental pr'1n01'plf':s tq be observgd when using new
.. technologies, such as non-discrimination, professional confidentiality,
No. 2.217 Medicine (2018) .
and respect for patient autonomy.
Bill No. Chamber of Deputies Aims to establlgh the Legal' Frame\fvm‘rk for Artlﬁqal Iptelhgence in
. Brazil, defining foundations, principles, and guidelines for Al
21/2020 (Under review) A
development and application in the country.
Federal Constituent Assembl Legal basis that defines health as a fundamental right and duty of the
Constitution (1988) Y State, guiding that any Al healthcare regulation must prioritize human
of 1988 dignity and safety.

Sources: BRASIL, 2026; DIB, 2024.

The incorporation of these technologies into
healthcare introduces profound bioethical chal-
lenges across multiple dimensions, particularly
regarding the principles of non-maleficence and
informed consent. For instance, the technical

limitation known as 'false fluency', wherein lan-
guage models articulate inaccurate information
with a highly persuasive and authoritative tone,
directly threatens patient safety and violates the
ethical duty to prevent harm (SAEIDNIA et al.,
2026). This persuasive capability can mislead
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patients, ultimately compromising their auton-
omy by causing them to base crucial health de-
cisions on flawed, artificially generated prem-
ises. Normative issues arise when Al begins to
influence decisions about care organization, po-
tentially compromising patient autonomy and
dignity, especially when algorithmic recom-
mendations are adopted uncritically. In turn,
global problems arise from the difficulty of as-
signing liability in cases of harm, since the de-
velopment and application of these technolo-
gies involve multiple actors and processes that
are often opaque (DIB, 2024).

Among the established principles, auton-
omy stands out, guaranteeing the patient the
right to information and to participate in deci-
sions about their treatment, thereby preserving
the quality of the doctor-patient relationship.
Transparency and explainability are fundamen-
tal to ensuring that automated decision-making
processes are comprehensible and open to crit-
ical analysis (BRASIL, 2026).

Concurrently, the academic debate in Brazil
has highlighted the need for regulation that goes
beyond tech companies' self-regulation, given
the healthcare field's social and cultural sensi-
tivity. Thus, an articulation between "hard law"
instruments aimed at protecting fundamental
rights and "soft ethics" approaches that encour-
age innovative practices aligned with high eth-
ical standards is proposed (DIB, 2024). In this
scenario, the General Data Protection Law
(LGPD) (Law No. 13.709/2018) plays a funda-
mental role by establishing guidelines for the
processing of sensitive data. However, con-
cerns persist regarding the full compliance of
commercial Al tools with these norms (REU-
TER et al., 2025).

Therefore, the Brazilian context presents a
strategic opportunity to develop a regulatory
model that reconciles technological innovation
with social protection, while upholding the

principles of the Unified Health System (SUS)
and reaffirming health as a fundamental right
and an expression of human dignity.

Future challenges in the use of artificial
intelligence
The governance of Al in healthcare and the

challenges related to its future implementation
have taken a prominent position in recent liter-
ature, particularly given the need to reconcile
technological advancement with the guarantee
of patient safety and the protection of funda-
mental rights. In this scenario, the rapid evolu-
tion of generative Al has introduced complex
vulnerabilities that continue to challenge tradi-
tional regulatory and supervisory structures, de-
manding continuous adaptations in governance
models.

Among the main emerging risks is multi-
agent adversarial collusion, in which different
Al systems, operating in a coordinated manner,
can generate a false consensus that can induce
erroneous clinical decisions in both human pro-
fessionals and automated systems. Thus, the
adoption of verification mechanisms based on
clinical guidelines is essential to mitigate this
type of manipulation (BASHIR et al., 2025).
Another relevant challenge is the usurpation of
professional roles, characterized by the prolif-
eration of personalized systems that use titles
such as "doctor" or "psychologist" without clin-
ical validation or regulatory recognition. This
can confuse the authority of these tools and in-
crease risks to patient safety (CHU et al., 2025).

The significant decline in the presence of
safety warnings, such as medical disclaimers, in
Al-generated responses in recent years has con-
tributed to users overestimating the reliability
of these technologies (SHARMA et al., 2025).
Concurrently, concerns regarding algorithmic
biases and equity persist; since models trained
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on non-representative data can reinforce exist-
ing inequalities, making it indispensable to con-
duct systematic audits to identify and correct
these biases (BUESS et al., 2025; HOWELL,
2024).

Given this panorama, there is a need to
evolve governance models by adopting ap-
proaches grounded in implementation science.
This implies conducting rigorous testing in
real-world settings, accompanied by continuous
post-implementation monitoring, to assess the
impact on patient safety and clinical outcomes
(REDDY, 2024). Another fundamental element
is the engagement of multiple stakeholders, in-
cluding patients, healthcare professionals, and
ethics experts, in developing safeguards and
conducting contextualized risk assessments
(HU et al, 2025; WINECOFF; KLYMAN,
2025).

Finally, there is a need for dynamic regula-
tion that can keep pace with technological inno-
vations. In this sense, the transition from pre-
dominantly self-regulation-based models to
more efficient state-level regulatory structures
is discussed to ensure legal protection, scien-
tific integrity, and user safety (DIB, 2024).
Thus, building effective governance for Al in
healthcare will depend on integrating innova-
tion, ethical responsibility, and adaptive regula-
tion to ensure that the benefits of these technol-
ogies are not achieved at the expense of patient
safety.

CONCLUSION

The incorporation of Al in healthcare repre-
sents a profound and irreversible transfor-
mation, particularly concerning access to infor-
mation and patient autonomy. However, the
findings of this review demonstrate that the use

of these technologies for self-diagnosis remains
associated with technical limitations, structural
biases, and significant clinical risks. The appar-
ent reliability of the responses, sustained by lin-
guistic fluency and an authoritative tone, can
lead users to make ill-advised decisions, which
amplifies adverse events, diagnostic delays, and
inappropriate self-medication practices.

From a patient safety perspective, it is evi-
dent that Als, while promising as support tools,
lack the capacity for clinical judgment, causal
reasoning, and ethical responsibility, rendering
their use as substitutes for professional evalua-
tion unviable. Moreover, phenomena such as
algorithmic trust and the usurpation of profes-
sional roles amplify user vulnerability, de-
manding educational and regulatory interven-
tions.

In Brazil, significant progress has been
made in establishing normative guidelines that
recognize Al as a complementary tool while
preserving the physician's centrality in deci-
sion-making. Still, challenges persist in the ef-
fective implementation of these norms, the
oversight of commercial applications, and the
enforcement of compliance with ethical and le-
gal principles, such as those set out in data pro-
tection legislation and CFM resolutions.

Therefore, the safe and ethical use of Al in
healthcare depends on an integrated approach
involving regulation, responsible technological
development, and continuous scientific valida-
tion. The advancement of these technologies
must be accompanied by governance mecha-
nisms that mitigate risks, ensure transparency,
and protect human dignity. Only then will it be
possible to fully harness the benefits of Al with-
out compromising patient safety and the integ-
rity of healthcare.
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